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Why read this manual?

If you are a Parent or a Carer responsible for children who use the
Internet and you are also

Concerned that those children are not upset by reading
unsavoury text

Amazed at the language that is used in chat sessions

Worried that the children will think that you are invading
their privacy

Reluctant to keep nagging about spending too much time

Wanting to set different permissions for different aged
children

And yet you are also sensitive to the need for privacy by the
child

We want you to ensure that the CyberSentinel Software is properly
set up for your family.

If you do not know what questions to ask, then follow through all of
the items. Otherwise, type your question in the ‘Search box’ and
the answer will be displayed.




What is CyberSentinel

What we do

CyberSentinel will monitor the activities that you choose for each
user, on all computers running this software, all the time.

How we do it
CyberSentinel allows you to choose the level of monitoring

appropriate for each child in your family.

It then applies the rules that you set and takes visual records of
apparent violations — in screen captures — known as ‘captures’. The
captures are then sent over the internet to be stored in your secure
section of our database on our servers.

What you should do
e Decide on the rules for using the computer in your family
and write this as an Acceptable Use Policy see here
e Configure the level of monitoring for each child see here

e Review the captures and logs generated by any violations,
see here

e Take an appropriate action. — Your decision, but there are
guidelines on our website if you need them.

From time to time, you should revisit your rules as your children get
older and you trust them to experience the internet unescorted.

Note concerning screen captures

Screen captures may contain offensive material. In this manual we
have ‘blanked out’ the nasty bit so as not to shock or offend you.

Please be aware that the screen captures that are generated
and viewed when the program is in actual use will not *blank
out’ the cause of the violation or other inappropriate
material on the screen.




Please ensure these images are viewed with extreme caution
and never publicly exhibited or shown to anyone who is
unprepared for such images.




What CyberSentinel Does

Regularly checks for nasty words

Every minute or so, CyberSentinel checks all the words displayed on
the desktop - this can not include words that are part of pictures.
They are compared to words and phrases contained in a set of built-
in word/phrase libraries.

If a match is found, a full screen capture will be taken straight away
just like if you were to press the ‘Print Screen’ button yourself.
Here are some example screen captures:

bank letter - WordPad
File Edit View Insert Format Help

DeHd SR # 20 B

[hoal 9| [0 ] [Wesom

REED

Dear Mr Bank Manager

As far as i am concerned, you can stick your overdraft up your (N




R Never give outyour password or credit
cardl number in an instant message
conversation

——-
Ae you going 1o the club tonight?
e

yes why?

ecof| @ Bok A Font S ~Emoticons

The screen capture will be sent over the internet to the
CyberSentinel computer and stored in your secure part of the
database.

You should log on to the Console regularly to check if there have
been any captures taken and then you can decide what action to
take.

The following data is displayed along with the screen capture
e User account logged on
e Computer name in use
e Date and Time
e Word that generated the screen capture

e Application (or ‘URL") where word was found
Checks web sites

Every time a user tries to open a webpage, the URL is compared to
a list of websites that are known to be bad. The lists are grouped
into categories and you can determine which categories are not
suitable for each of your children individually. The lists are updated
at least once a week.




If you like, you can easily create a ‘white list’ of your own for your
child to ensure that they are only visiting websites that you know to
be fine when you are not there with them.

For older children, you can create a special ‘black list’ stopping them
from accessing sites that maybe preventing them from getting on
with their homework!

I nternet Time Management

You can configure access to the computer for different users on a
timed basis. This will help you ensure that older children will not be
able to use the computer in the middle of the night without you
having to be there to notice and nag.

Quota Time Management

If you like, you can specify how many hours a user can be on the
computer per day. This takes away the need for you to try and
negotiate this on a daily basis and supports an older child in
budgeting time for entertainment as well as homework. If you have
fewer computers than users, or want your children to do other
things, this invaluable tool will help stop arguments!

Chat Logging

If you want, CyberSentinel can record and store entire transcripts of
chat conversations. You can review the conversations and ensure
that your child is behaving safely online.

Acceptable Use Policy

If you want to remind your children of the rules of using the
computer without having to nag, CyberSentinel can display your
family’s Acceptable Use Policy (AUP) at each logon.

Each user must click on the ‘accept’ button to acknowledge the rules
before they can use the computer.

Web Site Logging

If you want, CyberSentinel can record some statistics about all web
sites that a user visits, these include average duration of the visit
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and how many times that site has been visited and the time of the
last visit. This allows you to form a profile of your child’s use of the
internet.
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How to prepare for a CyberSentinel Installation

This is what you should do before installing CyberSentinel on your
home computers.

v Check that your home PC(s) is suitable for installation

v" Register with Forensic Software to create your account -
remember to use an email address that is not generally
known amongst your family for the user name

v' Create a family Acceptable Use Policy with your children
v" Logon to your CyberSentinel Console
v' Establish the settings required for each child

When all these tasks are done, download the home software to your
computers.

12



Computer Requirements - CyberSentinel Home

Hardware Requirements

CPU 166MHz or faster Pentium® compatible
Memory 32MB RAM (64MB recommended)
Storage 10MB free space

Software Requirements

Operating Windows XP Professional
System Windows XP Home Edition

Windows Vista

You can tell if your computer complies with this by displaying
the System Properties window from the control panel. Only
quite old computers would be unsuitable!

13



Installation of CyberSentinel

CyberSentinel is designed to integrate into your existing home
network structure, with minimal impact to the general use of the
computers.

CyberSentinel consists of

» remote software for data storage and access, that is
managed by us

» home software that you install on each computer that you
wish to be monitored.

Registration

You register your account at the e-Shop to create your secure data
storage area to hold your family’s data. The information that we
store about you is minimal, designed to protect your data from
hackers. We store

e Your email address
e Password and hint in case you forget it
e Your postcode

e Your country
Installation

Any computer that you own and that has access to the internet can
have the Home software installed on it. You download the software
from the e-Shop straight to the computer (you will need to be the
administrator to do this) and it will work straight away.

Complete re-installation of the client software is rarely (probably
never) required as we automatically update the software when
updates become available.

Customisation

Once the software has been installed on your computers, you can
get all the users of the computers to login to the computers so that
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they will start to send data to the database. You can then change
the settings for the users to reflect their age and your level of trust.

15



Installing CyberSentinel Home Software on your
computer

It is important that the program is installed on all computers that
your children are likely to use.

Follow the following steps at each computer that will be monitored:

Step 1. Logon to the computer to be monitored as an
administrator (or a user with equivalent permissions)

Step 2. open up an internet browser
Step 3. navigate to the e-Shop website

Step 4. login with the username and password that you
created at registration

Step 5. click on the download home program link.
Step 6. The welcome dialog is displayed.

Step 7. Select ‘Next’ to commence installation of the client
software on this computer.

Step 8. The completion dialog is displayed once this process
has finished.

Step 9.  Select ‘Finish’ to exit the program.
Step 10. Restart the computer if you are prompted.

Step 11. check that the CyberSentinel icon is displayed in the
icon bar on the bottom of the screen which will indicate that
the installation is successful.

The CyberSentinel home software is now active.
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Removal of CyberSentinel Home Software

The client software can be removed from the home computer at any
time. The administrative logon for CyberSentinel must be used to
allow removal of the software.

Note: CyberSentinel Client software does not appear in the
‘control panel’=""add/ remove programs’list.

Step 1.

Step 2.
Step 3.
Step 4.

Step 5.

Step 6.
Step 7.

Open the Control Panel/Add remove Programs (XP) or
Programs and Features (Vista) window

Click to uninstall CyberSentinel
The password dialog will be displayed.

Enter your username and password for CyberSentinel.
This is not the computer administrator password, but
your CyberSentinel password

Client software removal will begin immediately if the
correct details are entered. The completion dialog is
displayed when this has finished.

Select ‘Finish’ to exit the program

The client software has now been removed from this
computer.
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Exploring CyberSentinel

To explore the full CyberSentinel Installation you will have to
configure some dummy data. You will need to test users
individually so require the user logon for each user that you plan to
test.

You could do this with each child to show them the process so that
they will really understand how it works.

You need to know:
e The logon name for each user that you are testing
e The machine that they will be using
e The web address of the console
e Your logon details for the console
You will be testing that
e Bad words will cause a violation to trigger a screen capture
e Websites will be logged
The steps to take are:
v' Install the CyberSentinel Home software on the computer
Open a web browser with the console and login
See that the machine is installed correctly
Logon as the user to be tested
Configure the console so that results will be easy to test
Use the computer

Refresh the console

A N N N RN

Check the results on the console
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Configuring the console for testing

You can have the console website open on the machine that you are
testing to make the test easier to run.

Configuring warnings for the User

You need to configure each user separately. For testing, you should
set the maximum warnings on for the computers so that you can be
sure that CyberSentinel is working correctly.

Step 1. Choose the ‘My Account’ link
Step 2. Choose the User tab

Step 3. Select the user you would like to test (If the user is
not in the list, then use the ‘Add user’ box to add it in
yourself, making sure that it is the same name that is used
on the home computer)

Step 4. Select the ‘Update Settings’ link to display the
settings screen.

Step 5. Ensure the tick is set for ‘Visible’ mode so that an icon
will be displayed when the client software is installed and
active and warning messages will be displayed.

Step 6. Ensure that website logging is turned on
Configuring a dummy word

You will probably not want to have to type profanities for testing
(we imagine!) so we advise that you use a word for testing that is
unusual but otherwise inoffensive (e.g. princess — or dummy)

Step 1. Choose the ‘Word Library’ tab.

Step 2.  Add your test word to ‘My library’ by clicking on the
Edit button and then adding the word to the Blocked Words
list.
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Running the violation test

To test that the software is working correctly, you need to use a
computer with the CyberSentinel home software installed.

Step 1. Logon at that computer with the user name that you
are testing.

Step 2. The Acceptable Use Policy (AUP) should be displayed.

Step 3. Select ‘Agree’ to proceed and display the user
environment.

Step 4. Create a violation by typing the test word into an
application such as Notepad or Microsoft Word.

Step 5. The full-screen ‘'Violation’ warning should be
momentarily displayed.

Return to CyberSentinel Console and go to the ‘Home’' screen
again.

Step 6. In the recent captures list, you should see a small
picture of the screen that you were just using.

Step 7. Double click to check that you were correct.

Step 8. Go back and remove the dummy word if this is not a
real ‘bad” word.
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How to run the web use test

Use the home computer again to test that web access is being
tracked.

Step 1. Open another browser window

Step 2.  Visit several web sites.

Step 3. Return to the CyberSentinel Console and refresh
Step 4. Select that user’s link in the *Home’ screen.

Step 5.  Select the ‘Web Logs’ tab to display the log of all the
websites visited.

Step 6. The sites recently visited should be displayed.

Step 7. Repeat this test with different users to ensure correct
functionality.
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How to tell what machines are monitored by the
CyberSentinel software

Step 1. Go to the ‘My Account’ link in the console
Step 2. Choose the ‘Machines’ tab

You will see a list of computer names. Each computer is either
‘Active’ or ‘Inactive’. This means that CyberSentinel is actively
working on the machine. You can have up to 5 active machines per
license.

There is also a timestamp indicating the last time that the machine
was communicating with the CyberSentinel Server.
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How to Create a User

Each user who logs on to a computer after CyberSentinel Home is
installed will have a matching user account in the CyberSentinel
database automatically created.

If a user is not already known to CyberSentinel when they log in to
a computer, a new user account is created that is derived from the
machine name and the user name. If that user subsequently logs in
on another computer, then another user account will be created for
that computer.

You can pre-create a new user account with the required settings
before the user actually logs in — making sure that you only get the
data that you want for each child.

Step 1.  Select ‘My Account’ link on the home page
Step 2. Choose the Users tab

Step 3.  Add the user name - which will consist of the name of
the computer joined to the name of the user e.g. if the name
of the computer is ‘Kitchen’ and the user is ‘Tom’ then the
user name is ‘Kitchen_Tom’

Step 4.  Select the 'Add’ button to enter the name to the list of
all users.
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How to Delete a User

If details of a user are no longer required, then the user account
and all data associated with it can be deleted from the database by

Step 1.
Step 2.
Step 3.
Step 4.

Select ‘My Account’ link on the home page
Choose the Users tab
select the user(s) to be deleted

Select the ‘Delete button.
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How to configure a User’s Settings by copying from
another user

This feature allows you to copy the settings of one user to one or
more of the other users that exist. This can be useful when
configuring many users at once. Existing settings will be
overridden.

Step 1. go to the ‘My Account’ link

Step 2. choose the ‘Users’ tab

Step 3.  find the user whose settings are to be edited
Step 4.  Select the ‘Edit’ button.

Step 5. On the top line of the settings display, choose the
name of the user that you would like to copy from in the
dropdown list.

Step 6.  Select the ‘Copy’ button.

The users now have the same settings. You can then make some
changes if you like.

If one person has a user account on several machines, you can
configure the settings for one machine and then easily copy them to
the other machines.
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Recommended User Settings

You can change the settings for your children so that they are
suitable for their ages and interests.

This table shows all the settings with recommended values for
normal use for a child and for a teenager.

You can change them depending on the circumstances of each child.

Item

Value

Explanation

child

teenager

Operation

Visible

The icon is visible on
the screen and
warnings are
displayed

X

X

Invisible

Used if you do not
want the wuser to
know that they are
being monitored

Suspended

Used if you want to
stop CyberSentinel
monitoring for this
user

Internet
Chat is

On-
unmonitored

The user is allowed
to use Chat and it is
not recorded

Oon -

Monitored

The user can use
chat, but the
conversations are
recorded so you can
view them

Not allowed

The user is not
allowed to use chat
at all

Check for
blocked
words
every

10-150
seconds

This is the time
between scans of the
screen to check for
bad words

150

60
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Website On Records the websites On Off
logging is that are being visited

by the user and the

amount of time that

is spent on them
Word Each of the word Block all Don’t block
Library libraries has the

option to block them

for maximum

scanning.
Site Each of the site Block all Don’t block
libraries libraries has the

option to filter
Use Checked This means that any No Yes
scanning website can be

viewed so long as it

is not in the libraries

of blocked websites
Computer 0-24 hours With this option you
Quota can determine how
Time long your child can

access the computer
per day. It will log
them off at then of
the quota time
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Configuring a user’s Words Tab

This tab is used to configure which libraries of words and phrases
will be used when scanning the screen for undesirable words or
phrases. It works on all non-picture applications.

The Word filter can analyse data that is being displayed and also
data that is being typed on the keyboard.

Step 1.
Step 2.
Step 3.
Step 4.
Step 5.

Go to the ‘My Account’ link.

Choose the Users tab

Select the Settings link for the required user
Choose the Word Library Tab

Check the boxes beside the libraries that you want to

be effective for this user. For example, for very young
children, you may want to check each box. But for older
children you might just want to check the ‘Self harm’ box

This table describes the libraries that are provided.

Library Description

Name

Pornography This library covers areas such as Pornographic terms, sexual
acts, sexual violence, sexual slang and profanity associated
with sexual behaviour.

Stranger This library covers areas such as Paedophilia, ‘grooming’ and

Library child abuse. It contains phrases as well as individual words.

Profanity This library contains common profane words and phrases,
along with slang terms.

Acronyms This library covers areas such as Chat Room use, colloquial
and textual acronym slang. For Example:: ASL, FOAD

Drugs This library covers the subject of drugs, including names,
slang and usage.

Self harm This library covers the subject of suicide, self-harm and
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depression.

Racism This library covers common aspects of racism, including
abusive terms and slang.

Hate/Violence | This library covers areas such as bullying, threatening
behaviour, terrorism and use of weapons.

Step 6. If you have any words that you want to specifically
look for, then edit ‘My Word Library’ by clicking on the ‘Edit’
button and then using the popup window to add or remove
words from the lists. You might like to add the children’s
birthdays or mobile phone numbers in here so that you will
be warned that they are distributing this information.
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What is My Word Library

My Blocked Word list

This Library is a user-specific list of words and phrases which will
cause CyberSentinel to take a screen capture if detected. It should
contain words and phrases specific to your family. For example new
slang words that you have noticed.

Be careful to avoid adding a term that is too general (such as
‘GAME") which would create many ‘false-positive’ screen captures.

My Allowed Word Library

This Library is a list of words and phrases that you want
CyberSentinel to ignore and therefore not cause a screen capture
for this user (even though it might normally). This is most
commonly used when a word used often also contains an embedded
‘trigger’ word. For example, you might have a friend whose name is
Bob Penistone, you would add ‘PENISTONE’ to the list to prevent it
generating a capture.

This feature should be used with caution to avoid accidentally
excluding a word that could indicate unacceptable use in some
circumstances.
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How to Edit the Word lists

Get Word List

This feature allows you to import the current list of words from a
text file. This is useful if you want to retrieve a list created by
another user.

Save Word List

You can also save your own list of words to a file so that you could
distribute it to another user.

Add/Remove Words

Enter the word or phrase in the field provided then click on the ‘Add’
button to submit it to the list.

Embedded/Non-Embedded

Each new word or phrase added to this library is classed as either
embedded or non-embedded. An embedded word or phrase will
trigger a violation if it is displayed within another word as well as
separately. A non-embedded word or phrase would only create a
violation if discovered as a separate word.

The table below illustrates whether a violation would be triggered
for the word ‘man’ in the following examples.

Text Non- Embedded
embedded

The man walked down the road Yes Yes

. demanding.cord No Yes

My Grandma never forgets my No No

birthday

Remove Words

Select a word on the list and press the remove button to take it off
the list.

31


http://www.demanding.com

Use the ‘Remove All’ button to completely clear the list.
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What are Visible or Invisible Mode?

If visible mode is selected, a CyberSentinel icon will appear in the
system tray as an indicator that the client software is present on the
computer. Invisible mode will not display this icon. Suspend will
mean that the software is not running for that user at all.

It is not possible to close or otherwise stop CyberSentinel from
working even if the icon is displayed unless you know the
administrator login details.
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How to Log Websites

Selecting this option will allow CyberSentinel to seamlessly log all
web site access for this user. This is independent of any other
filtering of websites.

Logging of web sites will occur if the web page is displayed in most
popular browsers such as Internet Explorer or Firefox.

The web site data can be viewed on the console from the ‘Web Logs’
or ‘Reports’ tabs.

The data logged is

computer
user
URL
date

time start and time finished

See the ‘Logs’ and ‘Reports’ section of the manual for the display
that is generated.
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How to Log Internet Chat

Selecting this option will let CyberSentinel record usage of many
popular ‘Instant Messaging’ applications. An entire transcript of the
conversation will be stored along with date, time and user
information.

Chat logging will work for all ids that the child is using for each chat
program.
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Offline Settings

These settings control how CyberSentinel client software should
function when the computer is physically disconnected from the
network.

Disable CyberSentinel Client

Selecting this option will disable all of the features of CyberSentinel
if the computer is physically disconnected from the network.

Store and Forward

This feature allows the CyberSentinel Client to continue operating
even though access to the CyberSentinel server computer is not
available. This is commonly used for computers that are periodically
removed from the physical network, such as laptops.

If this option is selected, screen captures are stored locally and then
uploaded to the CyberSentinel server computer when it is available.
Text Only

Selecting this option will permit the computer to store unlimited
data of AUP acceptance/refusal, web sites, chat and violations but
no screen captures will be stored.

Text and Graphics

Selecting this option will permit the computer to store unlimited
data of AUP acceptance/refusal, web sites, chat and violations and
up to 20 screen captures.
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Configuring a User’s Site Tab

You can choose which websites are accessible to your children by
configuring the settings in the Site tab.

Specifically allow a selection of web sites - known as ‘white
listing’ — these are sites that you know to be ok for your child

Permit other websites — subject to scanning and black lists.
Choose categories of acceptable websites.

Specifically block a selection of web sites — known as ‘black
listing’.
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What is Website filtering by library category?

CyberSentinel includes a powerful Internet filtering service known
as ‘Categorised Scanning’.

If you use this facility for your children, it will monitor web data at
the ‘WinSock layer’ where it is referenced against a selection of
categorised libraries and your own customised black list.

If any word, phrase or URL is matched from these libraries then

e a warning dialog is shown to the child explaining why the
page cannot be viewed.

e a 'redirect’ page will be shown to the user instead

e if web logging has been enabled for this user, then an entry
will be made for this website that will be seen as red in the
console log view
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What is the difference between website scanning
and word scanning?

Web site scanning uses a similar library structure to Word Scanning.

Different themes of web content are used and can be ‘Blocked’ by
checking the box next to them.

The library categories are different because they are geared around
the categories of websites.

The two types of filtering are separate: Web pages are filtered on
demand before they are opened; the word scanner operates every
minute or so to check all words. It is possible that a webpage is
judged by the website filter to be OK, but that the word scan will
find an unacceptable word and a capture will be generated.
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Using Website Category Scanning

If you wish to allow a user to have access to websites other than
those in a white list, then

Step 1. Display the users settings page
Step 2. Choose the Sites tab

Step 3. Check the box in middle of the Sites tab of the User
Settings screen.

You should block categories of websites that you consider to be
undesirable using the ‘block’ button next to the category name.

You can block actual websites by entering their URL into the ‘My
Blocked Site’ Library

My Allowed Site Library

The Allowed Site Library is a list of web sites which are NOT blocked
or filtered, even though they may fall under one of the libraries set
to 'Block’. These sites can be viewed by the user regardless of their
content although they may still generate violations from content
viewed.

Add/Remove Sites from list

Enter the URL of a web site that the users are always allowed
access to, even though it might be being blocked. For example, you
may allow the user access to a single gambling web site for a
project without enabling access to gambling web sites as a whole.

Use the ‘Remove’ button to remove a highlighted entry from the list
or the ‘Remove All’ button to clear the entire list.
Import/Export

The Export List button will copy the contents of the list to a text file
for future use elsewhere.
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The Import button can be used to import a text file containing
entries to add to the list.

My Blocked Site Library

The Blocked Site Library is a list of web sites which are blocked,
independent of the categorised scanning libraries. This can be useful
to instantly stop new web sites that have just been discovered. Itis
managed in the same way as ‘My Allowed Site Library’

It is also possible to add web sites to this list from the ‘Logs’ view
and more details on this facility are explained in the ‘Logs’ chapter.
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Computer Time Management

This feature is used to disable Internet access between certain half-
hours of the day, on different days of the week. This covers all
activities that require external Internet access, including online
content and use of email programs.

Internet Time Management
Irternet iz Enabled Irternet iz Dizakled

tidnight Moon Midnight

iz 1 2 2 4 & 5 7 &8 9 10 14 12 4 2 323 4 5 &6 T 8 9 10 11 12
Monday —
Tuesday I~
Wistnescay I~
Thur scary I~
Friday 2
Saturday I~
Sundary I~

Select the time periods where access is to be controlled and use the
‘Update’ button to save these settings.

Individual days can be selected using the checkboxes provided and
the Enable All/Disable All buttons will quickly change the entire
contents of the window.

The advantage of using this feature in CyberSentinel rather than in
vista or via a security program is that you can do it remotely and for
all computers, rather than having to log onto each computer
separately.

You can also specify a quota time for access to the computer for the
day. This quota time is for all computer use for that user. For
example, you can set the quota time for 3 hours and the child would
get a warning when 3 hours
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Setting the Acceptable Use Policy for the family

You should determine your own rules for your family and enter
them in the language that is familiar to everyone. There is a link in
the screen to a website with some suggestions for AUPs that other
families have used.

When you work out what to write, then follow these steps to set it
up:
Step 1.  Select the ‘Acceptable Use Policy’ button on the top
menu.

Step 2. Type in the text that you expect everyone in your
family to follow when using the computer.

Step 3. Tick the box to say whether this should be displayed
at each login.

Note: There is a limit of 5000 characters for the AUP text but
try and make it fit on one screen.
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The Family Summary Data

This main display contains a summary of all the information in the
CyberSentinel database recorded for everyone using your family
computers.

The User list

The left hand column displays a list of all user accounts on the
monitored computers. Next to them is the number of captures that
are stored for that user, if there are unviewed captures, then the
number is red, otherwise green.

The 'Most Viewed Websites”’list

This shows the top 10 websites that are visited by your family. This
gives you a quick snapshot of what kind of activity is taking place.

Recent Captures

These are the last 6 captures received from your computers. You
can double click on any of them to see a bigger version (watch out
for unsavoury images; check that no one is watching the screen
who will be shocked). You can delete them straight away if they are
of no concern.

Recent Messages
These are a few messages that you may be interested in regarding

your account, including details of you license and any product
maintenance that may be occurring.
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The User Summary Data

Choose the User

The User names in the Home page are actually links to summary
pages for each user that has an account on your home computers.
Click on the link to select the user you wish to view.

You will be navigated to a summary page for that users data which
is similar to the Home page.
Choose the Data Type

Use the tabs to select one of the following for fuller viewing:

Capture | Real-time screen captures indicating possible
violations of the AUP

Chat Text recording of any chat conversations using
MSN or other chat clients between any chat ids
that are used while that user is logged in.

Web Logs of all the web sites visited by the user
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Viewing Capture Data

The Captures that have been taken while the selected user is logged
in to the computer are stored against the library that triggered
them. For example, a capture generated because a swear word was
detected would be viewed by selecting the ‘Profanity’ library.

You can see all the captures against a particular library by clicking
on the library name. The top library is the one that you created
yourself. If there are no captures at all, then a message will be
displayed indicating this.

You can double click on the thumb nail picture to bring up a full
screen image and the details of the capture, i.e data, time,
application and word that generated the capture.

Remember that captures can be unpleasant to view.
If you see a capture that really worries you and you do not know

what to do about it, click on the link ‘What to do if you see
something bad’ for help.
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Viewing Chat Data

Selecting this tab will display transcripts of any chat conversations
undertaken within MSN Messenger and other popular chat clients.

You can choose the particular conversation to view from the drop
down list of conversations, then choose a day.

It is not possible to ever know when a conversation ends so they
are all stored over a 24 hour day. The full transcript of the
conversation will be shown, including the text from the other
participants.

The chat ids used will quite often not be easy to detect who the
person is and your own child may well use different identities for
chatting with different people.
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Viewing Web Site Data

Selecting this data will display all web sites accessed by the user,
displayed in order of frequency of use.

Date/Time, Machine, URL, Hit Count and approximate access time
are all shown in the log.

The web site accessed can be immediately blocked by selecting it
and then using the 'Block’ buttons. This will add it to the My
Blocked list for this user.
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Reports

The Reports tab allows you to generate some standard reports.
These reports are produced using a limited selection of criteria.
Once created, the reports can be exported in different industry-
standard formats.

Step 1. Select the Reports tab to view the report categories.

Step 2. Choose the up to 4 users whose data will be included
in the report.

Step 3. Choose the type of report (web/chat/capture).

Step 4.  All reports can be set to show data from a certain
date range using the ‘date range’ and time range options

Step 5. Use the ‘Show Report’ Button to generate the report.

Step 6. The report can be immediately viewed in a separate
window and printed.

Step 7. The report contents can also be exported as a file in
the following formats.

e Excel (XLS)

e HTML32

e HTML40

e PortableDocFormat (PDF)
e RichText (RTF)

e WordForWindows (DOC)

Step 8.  Select the file type and use the ‘Export’ button to
create the file.

Step 9. A dialog will be displayed indicating the new file name
and asking for a ‘save’ permission.

Step 10. Select the ‘Save’ button and

Step 11. Choose a location on the local computer to store the
file.
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Step 12. Once saved, the report can be cleared and the file
opened in any application that can read the associated file

type.
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Audit Messages

Every time you perform an administration task on the CyberSentinel
Console, an entry is made to an audit log. These are viewable in
the message tab. The kinds of things that generate an audit log are

e Updating the settings

e Copying the settings

e Adding or deleting a user

e Changing the libraries that are being blocked
e Adding words to the word library
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Glossary

Acceptable Use Policy /
AUP

Allowed Site Library

Applications

Blocked Site Library

Blocked Word Library

(Screen) Capture

Categorised Scanning

Chat

Chat Room

Console User

A set of rules and guidelines that specify the
expectations of the user in regard to appropriate use
of systems or networks. The growth of Internet use
in the workplace and Education establishments has
made an AUP virtually essential to ensure users
utilise this resource in an acceptable manner.

The allowed site library contains a list of web sites
that are not subject to the categorised scanning
restrictions and so can be viewed by the user.

Applications are the software and utilities installed on
your computer. Microsoft Word is an application, as is
Internet Explorer.

The blocked site library contains a list of web sites
that users are not permitted to view, regardless of
their status within categorised scanning.

The blocked word library contains a list of words and
phrases that are not contained in the standard
libraries, but will cause a violation. Typically, this
contains words and phrases specific to your family.

A capture is a snapshot of the screen taken when a
violation is detected. The capture is stored as a
graphical image.

A function of CyberSentinel that allows web content
of specific types, such as gambling or web mail to be
blocked or allowed as desired. Attempts to view a
blocked form of content are met with a warning
dialog and the page is re-directed.

A feature offered by many online services that
allows participants to ‘chat’ by typing messages
which are displayed almost instantly on the screens
of other participants who are using the chat room.

A place on the Internet where people can chat with
other people in the room. Chat Rooms are usually
organised by a theme. A user can view all of the
conversations taking place at once on their screen
and have ‘private chat’ to just one person.

A user account that has access to CyberSentinel
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CyberSentinel Console

CyberSentinel Home

Embedded

False Positive

Instant Messaging

Invisible Mode

Non-Embedded

URL

Violation

Console with permissions to view and/or modify
user settings and view the data.

The web-based interface of CyberSentinel where all
administration and reporting takes place.

A computer that has the Policy Central Enterprise
client software installed is referred to as a
CyberSentinel client.

Embedded words/phrases are part of a whole
word/phrase or the actual word/phrase itself. For
instance, if the word MAN is embedded, then the
words HUMAN and MANHOOD would trigger a
violation because MAN is contained inside HUMAN
and MANHOOD.

The captures that are generated that turn out to be
false alarms.

A web-based service that enables users to see
whether another individual is currently online and
to send that user a short message immediately,
without the store-and-forward delays inherent in
email. MSN Messenger is a popular Instant
Messaging program.

If invisible Mode is selected for a particular user
then the CyberSentinel icon is not visible in the
system tray during normal use.

Non-Embedded words/phrases are whole
words/phrases, and not parts of them. If the word
MAN is nhon-embedded, then the words HUMAN and
MANHOOD would not trigger a violation. Only use
of the word MAN by itself would trigger a
violation/capture.

The standard way to give the address of any
resource on the Internet that is part of the World
Wide Web. A _ _typical URL looks like

A violation is misuse of the computer based on the
content of the in-built library, your custom library
and other configuration settings. For example, a
user has viewed a web site that contains prohibited
text or a user has typed in restricted
words/phrases within a document. A violation will
trigger a capture of the current screen that
contains the cause of the violation.
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Visible Mode If Visible Mode is selected for a user then the
CyberSentinel icon is visible in the system tray
during normal use.
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Other software requirements

Operating System Components

The software that CyberSentinel uses on your home pc is included
as part of the operating system, so you will not have to install or
license other products.

Reports

Reports can be viewed via a spreadsheet program; you can use any
program that supports the CSV (comma separated file) option -
Openoffice is a free shareware program you can use or Excel if you
have it.

Database

We maintain the database so you will not have to do this yourself.
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What is an Acceptable Use Policy (AUP)?

An Acceptable Use Policy (AUP) is broadly defined as:

"A set of rules and guidelines that specify in detail the appropriate
use of systems or networks. "

They help the user make good choices about activities.

The purpose of an AUP is to ensure that users make good choices
about the resources that the home computer provides. Some of the
most common resources that are subject to an AUP are listed below.

e Internet usage

e Email usage

e Physical usage of computer hardware

e Use of printing facilities

e Data storage limitations

e Creation and/or distribution of inappropriate material
e Data protection and privacy obligations

e Software licence adherence

The parent will ‘draw up’ an AUP outlining the correct procedures
and usage that all home users must comply with. Failure to adhere
to these terms will usually result in temporary or permanent
removal of access to the facilities.

The user should be made aware of, and agree to, the terms of an
AUP before allowed to logon to the computer. Doing this
automatically means that you do not have to keep reminding
children about your expectations — less nagging!.
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Further Help and Support

All technical support is provided via email . Please send all details to

support@cybersentinel.c __ 0.uk

and we will get back to you very soon .
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