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How Mass Marketing  
Scams Work 

 

Mass marketing scams typically work 
by criminal gangs (usually operating 
from abroad) sending out thousands of 
letters or emails and sometimes  
making phone calls.  
 
 
 
 
 
 
Most people who receive them soon 
spot the scam, but for the few that  
respond, they are the ones who  
are then bombarded with similar scam 
mailings or phone calls.  
 
This is because they are often then 
placed on ‘sucker’ lists. These lists, 
which can be pages long, are shared 
by tricksters enabling them to better 
target the most vulnerable.  
 
If you appear on a ‘suckers list’ you 
can expect to be bombarded by with 
literally hundred of items of scam mail 
each week and many scam phone 
calls.  
 
 
 
 
The object of this attention is simply to 
hound you for money!  
 
Anyone can fall for a scam but the eld-
erly are often hit hardest.  
 
Office of Fair Trading research shows 
that older victims are likely to lose 
nearly twice as much per scam as oth-
ers.  

How to Spot a Scam Victim  
The Warning Signs 

 

Victims of these sorts of mass market-
ing scams are often socially isolated, 
can be over-trusting or afflicted by ill-
nesses such as dementia.  
 
If you are caring for an elderly or  
vulnerable person, or are a care  
professional, here are some of the  
warning signs: 
 
> they may receive lots of junk mail 
 
> have a house full of cheap looking 
goods such as jewellery or health 
products 
 
> receive frequent phone calls from 
strangers, or  
 
> become secretive when discussing  
finances with family or friends. 
 

What Advice You Can Give 
 

Anyone can fall for a scam so  
reassure them that it’s a common 
problem, and that fraudsters are clever 
and all sorts of people get caught out. 
 
Share some simple tips: 
 
> never reply to an offer straight away, 
talk to a friend or relative first 
 
> do not trust ‘lottery’ winners letters. 
They will always want you to send a 
fee and you will never see your  
winnings 
 
> Don’t ring 090 premium rate num-
bers to claim a prize unless you know 
how much the call will cost 



Miracle Health Cures 
 

Mailings or emails from unscrupulous 
sellers of medical products often prom-
ise 'miracles'. 

Pills, lotions, creams and other prod-
ucts will supposedly cure baldness, ar-
thritis, rheumatism, heart disease, mul-
tiple sclerosis, Parkinson's disease, 
cancer, obesity, impotency and other 
ailments.  

But it is unlikely that they have been 
properly tested or proven medically ef-
fective. Some might even be danger-
ous for your health!  

These medically ineffec-
tive  or dangerous prod-
ucts are sold by profes-
sional fraudsters with no 
medical training.  

Sales gimmicks include 
fake testimonials from 
'satisfied customers', emotional sales 
pitches and outright lies regarding 
product effectiveness.  

They might claim that the product has 
been overlooked by the medical estab-
lishment or is a 'scientific break-
through', but don’t be fooled! 

Don't believe claims that a product 
available only by mail or from an ex-
clusive supplier contains a 'special', 
'secret', 'foreign' or 'ancient' formula 
that will provide instant cures. 
 
Don't believe claims that a 'miracle' 
drug or product will effectively treat a 
wide variety of illnesses or ailments.  
 
Don't accept testimonials or case  
histories. 

You’ve Won the Euro Lottery!  
�

Many  scams take the form of prize 
draws, lotteries or government payouts.  
 
If you receive an unsolicited phone call, 
letter, or email, telling you that you have 
'won', or been 'awarded' money or other 
prizes, then beware.  
 
You may have been targeted by a fraud-
ster and if you show an interest in col-
lecting your 'winnings' you will be asked 
to pay money in advance for administra-
tion fees, there are no 'winnings', you 
can only lose out. 
�
Most notifications of this sort come from 
overseas.  
 
Remember the following rules if you re-
ceive a notification of prize winnings so 
you won't be caught out. 
 
You can't win a prize in a lottery you 
haven't bought or been given a ticket 
for.   
 
Legitimate lotteries don't ask for funds in 
advance of paying out prize money.  
 
Never provide personal identity informa-
tion to a company or person you do not 
know. 
�
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Clairvoyant Letters 
 

Letters from so-called psychics or clair-
voyants promise to make predictions 
that will change the course of your life 
forever - for a small fee!  
 

Although they are sent out 
in their millions, the mail-
ings are personalised to 
make it look as if you have 
been specifically chosen 
and if you send money you 
are likely to be bombarded with further 
scams. 
 

You might receive a mailing which reads 
something like this: “I accidentally dis-
covered this amazing secret. I wish to 
send it to you free. In fact, I am con-
vinced that over the next 30 days a 
'Miracle' will certainly occur, one which 
could shelter you from need for the rest 

of your days…”  
 

The same mailing might 
suggest that the recipient 
can guarantee good for-
tune for themselves by 
paying a sum of money for  
the 'loan' of 'Merlin's 

Magic Wand' for a number of months! 
 

Also on offer might be a 'gift worth more 
than £10' in return for a prompt reply.  
 
The letter will include anonymous en-
dorsements from people who claim their 
lives have been changed, and in some 
times might suggest that the you will ex-
perience some misfortune if you do not 
respond by sending the money that they 
ask for! 
 
Don't reply to these mailings - destroy 
them without responding. 
 

‘Golden’ Opportunities 
 

Beware, if you are ever offered the op-
portunity to’ invest’ money in things like 
shares, fine wines, gemstones or pot-
tery.  
 
Sometimes the approach will come in 
the form of a letter, but you may also 
be contacted by phone and invited to 
attend a presentation (occasionally in-
duced by a free gift). 
 
The people who organise these pres-
entations are often very well versed in 
using high pressure sales techniques 
in order to ‘sell’ the ‘investment oppor-
tunity’ to the audience. 
 
They will often say that 
the product they are sell-
ing, for example pottery 
or glass will accrue in 
value and make the 
buyer money. 
 
In reality very often the product is sub-
standard and will not only fail to make 
any money but will be worth far less 
than the trader claims - sometimes 
thousands of pounds less!. 
 
Another scam nicknamed the ‘boiler 
room’ involves individuals being sold 
shares over the phone. The caller uses 
hard sell tactics to claim that he is let-
ting the victim in on ‘a good thing’, but 
in reality the shares are worthless. 
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